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THE FUTURE OF CYBER AND
TELECOMMUNICATIONS SECURITY
AT DHS

Wednesday, September 13, 2006

U.S. HOUSE OF REPRESENTATIVES,
COMMITTEE ON HOMELAND SECURITY,
SUBCOMMITTEE ON ECONOMIC SECURITY, INFRASTRUCTURE
PROTECTION, AND CYBERSECURITY,
Washington, DC.

The subcommittee met, pursuant to call, at 3:21 p.m., in Room
2212, Rayburn House Office Building, Hon. Daniel Lungren [chair-
man of the subcommittee] presiding.

Present: Representatives Lungren, Souder, Pearce, Sanchez,
Dicks, and Jackson-Lee.

Mr. LUNGREN. [Presiding.] I would like to welcome everyone this
afternoon to the Subcommittee on Economic Security, Infrastruc-
ture Protection and Cybersecurity of the Homeland Security as
hearing on the future of cyber and telecommunications security at
Department of Homeland Security.

The security of information infrastructure has not received the
emphasis that it deserves, in spite of the fact that our economy and
our nation’s preparedness is so dependent on this technology.

Two days ago, this country commemorated the 5-year anniver-
sary of the worst terrorist attack on American soil. The attacks of
9/11 not only killed thousands of American citizens, but also tar-
geted our way of life.

Those responsible have vowed to continue to attack our country
and our economy.

Information and communications technology are a prime target
for those intending to do us harm and a successful terrorist attack
could cause immeasurable danger and damage to our everyday
lives, for example, disrupt our electrical power supply or disrupt
our ability to respond to emergencies.

The Department of Homeland Security has been designated the
point of government contact for the critical infrastructure owners
and operators within both the information technology sector and
the telecommunications sector.

It is, therefore, incumbent upon the department to develop an or-
ganization that can work effectively with these two critical sectors
to protect the assets under their control that benefit the entire
country.

This committee has been critical of the department’s priorities
regarding cybersecurity and telecommunications in the past and
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has called for the creation of an assistant secretary for these issues
to ensure their visibility within the department.

Disappointingly, it has been over a year since the secretary an-
nounced the creation of acting secretary for cybersecurity and tele-
communications, and, yet, the position has not been filled.

We are concerned the department has not been as effective as
possible in ensuring the security and resiliency of our information
infrastructure or its efficient reconstitution in the case of an inci-
dent of national significance.

We have been fortunate enough not to have suffered a debili-
tating information infrastructure incident, but we cannot rely upon
good fortunate alone. We must create a strong, focused organiza-
tion to ensure our cyber assets our protected and to enable us to
respond effectively to a cyber incident.

Today we will hear from Undersecretary for Preparedness George
Foresman, to whom the yet to be named assistant secretary will re-
port. And we look forward to hearing your vision for the depart-
ment with regard to these important issues.

We will also hear from David Powner, with the Government Ac-
countability Office, who has reviewed the department’s programs
and priorities for the past several years and will present their find-
ings and recommendations for going forward.

On our second panel, we will hear from William Pelgrin, the di-
rector of New York State’s Office of Cybersecurity and Critical In-
frastructure Coordination. He has experience in running a govern-
ment organization task, with coordinating the protection of infor-
mation infrastructure, and will provide important insight on how
this can be done successfully.

Also, Mr. Paul Kurtz, executive director of the Cybersecurity In-
dustry Alliance, will provide a private sector perspective on the de-
partment’s leadership, priorities and programs.

We will also hear from Guy Copeland, the chairman of the Infor-
mation Technology Sector Coordinating Council, and David Barron,
the chairman of the Telecommunications Sector Coordinating
Council.

Both of these gentlemen have extensive experience with man-
aging critical information infrastructure and dealing with the de-
partment and they will provide private sector expectations and pri-
orities for the future.

I would like to thank all the witnesses for joining us today, look
forward to hearing everyone’s testimony.

Before recognizing the ranking member, Ms. Sanchez, for any
opening statement she may wish to make, I give everybody permis-
sion to take their coats off, because I don’t know why we decided
that we need to heat the place up in September in Washington,
D.C. But someone has evidently thought that was a good thing.

PREPARED OPENING STATEMENT OF THE HONORABLE DANIEL LUNGREN

I would like to welcome everyone this afternoon to the Subcommittee on Economic
Security, Infrastructure Protection, and Cybersecurity of the Committee on Home-
land Security’s hearing on the future of cyber and telecommunications security at
the Department of Homeland Security.

The security of our information infrastructure has not received the emphasis that
it deserves, in spite of the fact that our economy and our nation’s preparedness is
so dependent on this technology.
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Two days ago this country commemorated the five year anniversary of the worst
terrorist attack on American soil.

The attacks of 9/11 not only killed thousands of American citizens they also tar-
geted our way of life. Those responsible have vowed to continue to attack our Coun-
try, and our economy.

Information and communications technology are a prime target for those intend-
ing to do us harm.

A successful terrorist attack could cause immeasurable damage to our everyday
lives, for example, disrupt our electrical power supply or disrupt our ability to re-
spond to emergencies.

The Department of Homeland Security has been designated the point of govern-
mental contact for the critical infrastructure owners and operators within both the
information technology sector and the telecommunications sector.

It is therefore incumbent upon DHS to develop an organization that can work ef-
fectively with these two critical sectors to protect the assets under their control that
benefit the entire country.

This Committee has been critical of the Department’s priorities regarding
cybersecurity and telecommunications in the past and has called for the creation of
an Assistant Secretary for these issues to ensure their visibility within the depart-
ment.

It has been over a year since the Secretary announced the creation of an Assistant
Secretary for Cyber Security and Telecommunications and yet the position has not
been filled.

I am concerned that the Department has not been as effective as possible in en-
suring the security and resiliency of our information infrastructure or its efficient
reconstitution in the case of an incident of national significance.

We have been fortunate enough not to have suffered a debilitating information in-
frastructure incident, but we can not rely upon good fortune alone; we must create
a strong, focused organization to ensure our cyber assets are protected and to enable
us to respond effectively to a cyber incident.

Today we will hear from Under Secretary for Preparedness, George Foresman, to
whom the yet to be named Assistant Secretary will report. I look forward to hearing
his vision for the Department with regard to these important issues.

We will also hear from David Powner with the Government Accountability Office
who has reviewed the Department’s programs and priorities for the past several
years and will present their findings and recommendations for going forward.

On our second panel we will hear from William Pelgrin the Director of New York
State’s Office of Cyber Security and Critical Infrastructure Coordination. Mr.
Pelgrin has experience in running a government organization tasked with coordi-
nating the protection of information infrastructure and will provide important in-
sight on how this can be done successfully.

Also, Mr. Paul Kurtz, the Executive Director of the Cyber Security Industry Alli-
ance will provide a private sector perspective on the Department’s leadership, prior-
ities and programs.

We will also hear from Guy Copeland, the chairman of the Information Tech-
nology Sector Coordinating Council and David Barron the chairman of the Tele-
communications Sector Coordinating Council. Both of these gentlemen have exten-
sive experience with managing critical information infrastructure and dealing with
the Department. They will provide private sector expectations and priorities for the
future.

I would like to thank all our witnesses for joining us today.

I look forward to hearing everyone’s testimony, and I now recognize the Ranking
Member, Ms. Sanchez, for any opening statement she may wish to make.

Ms. Sanchez?

Ms. SANCHEZ. Thank you, Mr. Chairman. Thank you for agreeing
to hold this hearing. I think it is an incredibly important one.

As you know, cybersecurity is a critical issue that I believe de-
serves a lot more attention than this committee and others have
been paying to it, and I think it also needs a lot more resources
than we have devoted to it in the Department of Homeland Secu-
rity.

Our whole infrastructure, when you think about business these
days, relies on secure information networks, so that we can ensure
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that reliable operations of water systems, electrical grids, emer-
gency response systems, Internet, everything.

In addition, for many Americans, it is really a part of their lives.
This is the way we communicate. And, unfortunately, I think that
the information networks that we have that we really rely on are
really big areas for attack.

And, you know, we are not talking about maybe losing people,
but we are talking about an economic crunch that would happen
to our nation. And I am always just as concerned that the terror-
ists affect us economically, because then I think they will have won
this issue of trying to come after our lifestyle.

So I am looking forward to hearing from our witnesses. There is
a lot of issues that I am concerned with with respect to
cybersecurity. I want to find out when the assistant secretary for
cybersecurity and telecommunications is going to be appointed.

I think the position has been open over a year now. I also know
that there are a lot of titles in this area that are still acting and
I want to find out when we are going to see more permanent ap-
pointments of people, because I think that this is just one little
piece, but it sends a really big message.

Do we take cybersecurity seriously? And when we have acting
and empty spots, et cetera, then I think we are not devoting the
resources we need. And, lastly, do we have the right resources for
the department? And I look forward to discussing these.

Thank you for calling this hearing, Mr. Chairman.

Mr. LUNGREN. I thank the gentlelady for her comments.

I might say that I know the ranking member of the full com-
mittee and the chairman of the full committee wish they could be
here. They are on the floor right now managing time on the bill
commemorating 9/11 and the efforts of Congress thereafter.

The chair now recognizes Mr. George Foresman, the undersecre-
tary for preparedness, to testify.

STATEMENT OF THE HONORABLE GEORGE FORESMAN,
UNDERSECRETARY FOR PREPAREDNESS, DEPARTMENT OF
HOMELAND SECURITY

Mr. FORESMAN. Mr. Chairman, Ranking Member Sanchez, and
members of the subcommittee, thank you for the opportunity to ap-
pear today to discuss cyber and telecommunications security.

Before I begin, I would very much like to acknowledge this com-
mittee’s exceptional leadership and dedication to strengthening the
cybersecurity of our nation.

Mr. Chairman, I look forward to working closely with this com-
mittee to receive your guidance and to collaborate as we continue
the process that we have already made.

You have my written statement and I offer that for the record.

I would like to briefly, though, highlight several points. First,
there has, in fact, been much discussion about the department’s
ability to find and hire a qualified individual to serve as the assist-
ant secretary for cyber and telecommunications security.

I want to be very clear. This has been and remains a top priority
for the department. We are, in fact, in the final stages of a security
review process for a candidate that we feel is very well qualified.
We look forward to announcing the candidate with Congress very
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soon and I am confident that this individual will continue to build
on the progress that is being made every day.

Second, today, the department is releasing its after action report
from our recent government, private sector, national and inter-
national cybersecurity exercise, Cyberstorm.

This report will measurably advance refinements to operational
protocols and our coordination between the public sector and the
private sector.

Its lessons will not simply be documented. They will be imple-
mented.

Third, telecommunication networks and information technology
activities are both mutually dependent and interdependent. They
have, in fact, converged. By the end of the year, we will complete
our efforts to collocate together the U.S. computer emergency readi-
ness team and the national coordination center for telecommuni-
cations to improve operational coordination.

This means better coordination among all levels of government
and better coordination between government and the private sector
during threats and actual events.

Secretary Chertoff said last week, in his speech that reflected on
the 5 years since 9/11, the way to protect the critical infrastructure
is to work in partnership with federal, state and local officials, and
with the private sector folks who actually own the things that we
are trying to protect.

This collaboration is key to our approach to protecting tele-
communications and cyber infrastructure. We remain resolute in
our approach that will balance the security of the nation against
the economic security of the nation.

Last month, our cybersecurity experts worked quietly with their
counterparts at Microsoft to address critical software vulnerability.
Microsoft was competent in their partnership with DHS and quick-
ly brought this to our attention.

While Microsoft worked over several weeks to develop a patch,
our U.S. CERT was quietly and effectively monitoring Internet ac-
tivity to ensure the vulnerabilities were not being exploited.

At the same time, the department was working domestically and
internationally with our private sector partners and public sector
partners to mitigate terrorist threats associated with the British
airline plot.

These two concurrent actions are just examples of many of the
day-to-day public and private sector activities taking place in the
department’s preparedness efforts.

Maintaining these types of collaborations remains, as you know,
as it relates to cybersecurity and telecommunications security, a
multi-dimensional challenge. From personal computers in homes to
vast networks to control systems to the Internet, cyber and tele-
communications security presents enormous challenges.

These challenges are obvious: prioritizing our work, partnering
for effective collaboration, balancing security and economic consid-
erations, and, most notably, increasing understanding.

The other witnesses today will add clarity to this points from
varying perspectives. I think it is safe to say, however, there is no
one that will appear before you today that does not share the belief
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that protecting America’s cyber and telecommunications systems is
as critical to national security as it is to citizen security.

I want to be clear, Mr. Chairman and members of the sub-
committee. Progress is being made every day. There is more to be
done.

Mr. Chairman and members of the committee, as you well know,
the security of America’s cyber and telecommunications systems do
not lend themselves to surrounding one building with heavily
armed police officers or simply mandating an action and we are
safe.

Simply put, there is no magic bullet.

In closing, the success of our national cyber and telecommuni-
cations security efforts depend on unity of purpose and continuing
public/private sector collaboration. This is serious business and we
are serious about this business.

We look forward to continuing discussions with Congress on the
wide range of policy issues that we must confront together.

Thank you, and I look forward to your questions.

[The statement of Mr. Foresman follows:]

PREPARED STATEMENT OF HON. GEORGE FORESMAN

Good morning, Mr. Chairman and Members of the Subcommittee. Thank you for
inviting me to speak about cyber security and the recovery and reconstitution of
critical networks in the event of a catastrophic Internet disruption.

One of the most pressing challenges facing the Department of Homeland Security
is preparing for attacks on the Internet and the information networks supporting
our critical infrastructure. Our vision, our philosophy, and our strategy for pre-
venting, responding to, and recovering from cyber attacks reflect the expanding im-
portance of communications and the information infrastructure in all aspects of our
lives today. Policies that advance a safe and secure communications infrastructure
rely on fostering valuable relationships between the public and private sectors, and
promoting public trust and confidence. Strong policies also project stability and
strength to those who wish us harm.

The key to continued success is partnering strategically with the communications
and information technology sectors, end-users of Internet technologies, and other ex-
perts.

During the past several weeks our cyber security experts worked quietly with
their counterparts at Microsoft to address a critical software vulnerability first iden-
tified to us by the Department of State’s cyber defense team. In the interim between
identification of the vulnerability and development of the solution, the Department
was closely monitoring technical indicators for indications of additional exploitation
of the vulnerability. Once a patch was available, the Department’s U.S. Computer
Emergency Readiness Team (US-CERT) coordinated an alert with Microsoft. DHS
issued an alert through the National Cyber Alert System urging the public, private
industry, as well as federal users to apply the security patch in order to protect
their systems. Overshadowed in the news media by the successful foiling of the U.K.
terror threat, this collaboration is typical of the kind of behind-the-scenes, day-to-
day public-private cyber security activity that exemplifies the work being accom-
plished between the Department and so many of our strategic partners.

These partnerships also entail strengthening cooperation across the government
institutions and, at a minimum, finding ways to cultivate support outside of the De-
partment where expertise clearly exists. We are actively collaborating with 116 pri-
vate firms. We are working closely with the private sector entities established with-
in the National Infrastructure Protection Plan (NIPP) framework to collaborate on
risk management, including the Information Technology (IT) Sector Coordinating
Council (SCC) and the Telecommunications SCC. From an operational perspective,
we work with the Information Technology Information Sharing and Analysis Center
(IT-ISAC) and the National Coordinating Center (NCC)/Telecommunications ISAC
through various information sharing mechanisms, including the US-CERT Portal.
Our partners, both public and private, are involved in a number of programmatic
activities that address software assurance, Internet disruption, as well as exercises
such as Cyber Storm.



7

In addition, there are about 400 firms that are part of the Process Control Sys-
tems Forum, which was recently transferred from Science and Technology Direc-
torate to National Cyber Security Division (NCSD) and addresses Control Systems
security. There are 21 associations that we work with on a regular basis that rep-
resent hundreds of companies, including large enterprises and smaller companies.
Whether public or private, these partnerships must deliver real and measurable
value in light of the catastrophic damages that could occur to our national cyber as-
sets if we do not collaborate effectively.

Finally, we must reinforce a culture of preparedness and increasingly shift from
a reactive to a proactive stance. In sum, we must prepare by promoting effective
security strategies that evolve as the risks evolve.

Assistant Secretary for Cyber Security and Telecommunications

Mr. Chairman, the Committee has expressed as a priority the designation
of the Assistant Secretary for Cyber Security and Telecommunications, and
has communicated interest in the Department’s plan to fill this vacancy.

Mr. Chairman, the Department shares the Committee’s view on the importance
of filling the position of Assistant Secretary for Cyber Security and Telecommuni-
cations with a qualified candidate.

Given the complexity of the portfolio, we believe it is important to fill this position
with a person of necessary talent and expertise who understands both policy and
technology issues regarding cyber security and telecommunications and can further
strengthen our national efforts.]I am personally engaged in this process and, in the
interim, am providing program direction to the talented men and women who are
part of our NCSD and National Communications System (NCS). Because of the im-
portance of our mission, all parties want to ensure that the individual appointed to
this position possesses the right combination of skills, experience, and leadership
necessary to succeed.

In the interim, I want to assure you, Mr. Chairman, that I am personally over-
seeing strategic management objectives associated with NCSD and specifically
Internet recovery. These include, by way of example:

e Positioning the NCSD, especially the US Computer Emergency Readiness
Team (US-CERT), and the NCS so these organizations are structured to be at
the forefront of preventing, responding to, and recovering from massive Internet
disruptions. Just as FEMA is on point for coordinating disaster response, and
the Coast Guard is on point for coordinating the response to an oil spill, key
experts like NCS and NCSD must be capable of coordinating our response to
events that target the Internet;

e Re-aligning CS&T component entities to create a cohesive organization. The
NCS and NCSD (including the US-CERT and the NCC) must more fully syn-
chronize their activities, without a loss of either’s core mission capabilities.
Communications convergence, threats against the communications infrastruc-
ture, the increasing use of Voice over Internet Protocol (VOIP) for emergency
communications purposes, and other influences demand that we merge the work
of these entities to create new and stronger synergies and;

e Ensuring resources are sufficiently allocated to meet new needs. I am person-
ally overseeing the development of a budget strategy that spans the next five
years. This strategy is essential for shepherding CS&T priority programs into
the next decade.

Information Sharing and Internet Recovery

Mr. Chairman, the Committee has communicated interest in the pro-
grams within the Department that are designed to improve information
sharing regarding the recovery of the Internet

We fully recognize the challenges inherent in our preparedness responsibilities. As
the President stated in the National Strategy to Secure Cyberspace, it is the policy
of the United States to protect against “the debilitating disruption of the operation
of information systems for critical infrastructures and, thereby, help to protect the
people, economy, and national security of the United States.” The strategy also un-
derscores the importance of partnering with the private sector as well as State,
local, and tribal governments to effectuate this policy.

On my fourth day as Undersecretary for Preparedness, I met with the Business
Roundtable to discuss strategic collaboration and their Internet reconstitution study.
We outlined a 120-day plan to advance our collaboration on this important work and
continue to work in tandem with the Roundtable as they expand their efforts to
focus on business needs and issues regarding Internet recovery and reconstitution
in the coming year. The timeframes for specific actions and results will be the topic
of more discussion with the Business Roundtable in the next several months. That
effort supplements the work we are doing with the IT-SCC and the Telecommuni-
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cations SCC under the NIPP to address Internet protection and prioritization as
part of our collaborative approach to risk management in the core sectors for the
Internet.

US-CERT, NCC & the NAIRG

In addition to coordinating with the Business Roundtable, our outreach specifi-
cally focuses on building relationships with private industry owners and operators
of the Internet and information networks. For example, the US-Computer Emer-
gency Readiness Team (US-CERT) continues to develop operational relationships
and processes to enhance its ability to respond to an Internet disruption of national
significance through its work with the IT-ISAC, and with the North American Inci-
dent Response Group (NAIRG) of industry participants. In addition, the NCC rep-
resents a fully collaborative model as the ISAC for the Telecommunications Sector,
with both public and private participation in its operations.

The US-CERT has deployed several programs as part of its efforts to support
cyber incident response. We expect funding in Fiscal Year 2007 to reach approxi-
mately $37 million. These funds support deployment of multiple programs, including
the Einstein Program, which tracks attacks on federal information systems and
warns stakeholders in near real-time. Other program areas funded as part of this
total include an Internet Health Service for federal agency incident response teams,
the US-CERT’s 24X7 cyber incident handling center, vulnerability management,
forensics education and support, and malicious code analysis.

Internet Disruption Working Group (IDWG)

The NCSD and NCS have also established an Internet Disruption Working Group
(IDWGQG) to address the resiliency and recovery of Internet functions in the event of
a major cyber incident. With public and private sector representatives, the IDWG’s
near-term objectives help to augment the level of information sharing among gov-
ernment and the private sector. The IDWG is also undertaking an information shar-
ing assessment to better understand the information exchange landscape involving
Internet incidents.

National Cyber Response Coordination Group (NCRCG)

The Business Roundtable report also underscores the role of the National Cyber
Response Coordination Group (NCRCG). Established in partnership with the De-
partment of Defense and the Department of Justice in the National Response Plan’s
(NRP) Cyber Annex, the NCRCG serves as the Federal government’s principal inter-
agency mechanism for coordinating the federal effort to respond to and recover from
cyber incidents of national significance and includes 19 federal agencies including
the Intelligence Community. The NCSD is working with industry to establish a pri-
vate sector counterpart to the NCRCG, which would communicate and collaborate
with the Federal government NCRCG during times of crisis.

Mr. Chairman, further detail regarding the Committee’s inquiries related to the
goals, resources, and timeframes for implementation associated with these programs
is also provided in the Department’s recent letter in response to your July 5, 2006
query.

The Role of US-CERT in Internet Recovery

Mr. Chairman, the Committee has expressed concern about the role and
responsibility of the United States Computer Emergency Readiness Team
with regard to Internet reconstitution.

US-CERT is the operational component of the National Cyber Security Division
and represents a partnership between the Department and the public and private
sectors. US-CERT is charged with protecting our nation’s Internet infrastructure by
(fzoordinating defense against and response to cyber attacks. US-CERT is responsible

or:
e Analyzing and reducing cyber threats and vulnerabilities;
¢ Disseminating cyber threat warning information; and
e Coordinating incident response activities.

As indicated above, I am personally overseeing the retooling of the US-CERT and
CS&T to ensure that roles and responsibilities align with our mission with regard
to Internet recovery and the NRP.

The Role of FEMA in Internet Recovery
Mr. Chairman, the Committee has communicated interest in learning about
the role of the Federal Emergency Management Agency (FEMA) with re-
gard to restoration of Internet functions in the case of a major disruption
or attack.

Depending upon the nature of the disruption or attack, FEMA, under the direc-
tion of the Secretary of Homeland Security, and advised by the Assistant Secretary
for Cyber Security and Telecommunications and other Department officials, may be
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called upon to support industry and other Federal efforts to restore connections to
the Internet. FEMA’s specific responsibilities under the National Response Plan
through Emergency Support Function (ESF) #5—Emergency Management may en-
tail providing logistical, communications or administrative support as they would for
any other emergency or disaster that they do not have the primary lead role. How-
ever FEMA would not have the lead role for Internet restoration.

Conclusion

The National Cyber Security Division has established its mission and priority ob-
jectives, developed a strategic plan, and undertaken significant steps to implement
its strategic plan across the programs outlined here. Our progress to date is tan-
gible: we have a construct for public-private partnership; we have a track record of
success in our cyber operations; we have established relationships at various levels
to manage cyber incidents; we have built international communities of interest to
address a global problem; and we have tested ourselves at a critical development
stage and will continue to examine our internal policies, procedures, and commu-
nications paths in future exercises. We are building on each of these achievements
to take further steps to address Internet recovery and reconstitution as well as to
increase our overall cyber preparedness and improve our response and recovery ca-
pabilities.

In this ever-evolving environment, we know that we must always be attuned to
new threats, new vulnerabilities, and new technologies. We need to be flexible
enough to adjust our efforts to meet these new challenges.

I would like to thank the Subcommittee for its time today, and I appreciate this
opportunity to bring further transparency to these important cyber security prior-
ities.

Mr. LUNGREN. Thank you very much, Mr. Foresman, for your
testimony.

The chair will now recognize Mr. David Powner, the director of
information technology management issues at the Government Ac-
countability Office, to testify.

And, again, the full text of your comments will be in the record,

and we would ask you to summarize for 5 minutes.

STATEMENT OF DAVID POWNER, DIRECTOR, INFORMATION
TECHNOLOGY  MANAGEMENT ISSUES, GOVERNMENT
ACCOUNTABILITY OFFICE

Mr. POWNER. Thank you, Chairman Lungren, Ranking Member
Sanchez, and members of the subcommittee. We appreciate the op-
portunity to testify on the Department of Homeland Security’s ef-
forts associated with securing our nation’s critical infrastructures
from cybersecurity threats.

Recent attacks and threats have underscored the need to effec-
tively manage and bolster cybersecurity of our nation’s critical in-
frastructures. For example, criminal groups, foreign intelligence
services, and terrorists are threats to our nation’s computers and
networks.

To address these threats, federal law and policy calls for critical
infrastructure protection activities and establishes DHS as our na-
tion’s focal point. It also designates other agencies to coordinate
with key sectors, including energy, banking and finance, and tele-
communications.

This afternoon, as requested, I will summarize three key points.
First, DHS has many responsibilities called for in law and policy
that remain unfulfilled. Second, many challenges confront the de-
partment, including organizational stability and leadership. And,
third, I will highlight our key recommendations to improve our na-
tion’s cybersecurity posture.
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Expanding on each of these. Last year, we reported to you, Mr.
Chairman, that based on federal law and policy, DHS has 13 key
cybersecurity responsibilities that include developing a national
plan, enhancing public-private information sharing of cyber
threats, vulnerabilities and attacks, conducting a national cyber
threat assessment, facilitating vulnerability assessments, and co-
ordinating incident response and recovery efforts, if, in fact, attacks
occur.

Although DHS has initiated efforts that begin to address each of
its responsibilities, the extent of progress varies and more work re-
mains on each.

For example, its computer emergency response team, referred to
the U.S. CERT, issues warnings about vulnerabilities and coordi-
nates responsibilities for cyber attacks. However, our nation still
lacks a national threat assessment, sector vulnerability assess-
ments, a mature analysis of warning capability, and key recovery
plans, including a plan for recovering Internet functions.

Despite federal policy requiring DHS to develop an integrated
public-private Internet recovery plan, to date, no such plan exists.
Such a plan is important because the Internet has been targeted
and attacked and private sector companies, who own the majority
of the Internet infrastructure, deal with cyber and physical disrup-
tions on a regular basis.

Several recent cyber attacks highlight the importance of having
robust Internet recovery plans, including a 2002 coordinated denial
of service attack that targeted all 13 Internet root servers.

DHS faces a number of challenges in building its credibility as
a stable, authoritative and capable organization that can fulfill its
cyber critical infrastructure responsibilities.

These include achieving organizational stability and authority.
Filling the assistant secretary for cyber and telecommunications
position is critical. However, leveraging this new authority will re-
main a challenge.

Another challenge is establishing effective partnerships and in-
formation sharing arrangements with other government entities
and the private sector.

During our most recent interviews, representatives from various
sectors told us that the level of trust is not sufficient to have pro-
ductive information sharing.

In addition, DHS needs to demonstrate value, meaning that it
needs to provide useful and timely information on such items as
threats and analytical products to key stakeholders.

Regarding challenges that have impeded Internet recovery
progress, it is unclear what government entity is in charge, what
thf gé)vernment’s role should be, and when they should get in-
volved.

Over the last several years, we have made a series of rec-
ommendations to enhance the cybersecurity of critical infrastruc-
tures that demand immediate attention, including conducting im-
portant threat and vulnerability assessments, developing a stra-
tegic analysis and warning capability for identifying potential
threats, developing a strategy to protect infrastructure control sys-
tems, and developing recovery plans to respond to attacks, includ-
ing a plan for Internet reconstitution.
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In summary, Mr. Chairman, DHS has made progress in planning
and coordinating efforts to enhance cybersecurity, but much more
needs to be done, including conducting threat vulnerability assess-
ments, bolstering our analytical capabilities, aggressively pursuing
threat and vulnerability reduction efforts, and developing recovery
plans.

Our testimony today lays out a comprehensive roadmap of key
recommendations to help DHS tackle its many responsibilities.

Until DHS addresses its many challenges and more fully com-
pletes critical activities, it cannot function as the cybersecurity
focal point intended in federal law and policy, resulting in in-
creased risks that large portions of our national infrastructure will
be unprepared to effectively manage cybersecurity attacks.

This concludes my statement. I would be pleased to respond to
any questions.

[The statement of Mr. Powner follows:]
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CRITICAL INFRASTRUCTURE
PROTECTION

DHS Leadership Needed To Enhance
Cybersecurity

What GAO Found

In 2005 and 2006, GAO reported that DHS had initiated efforts to address its
responsibilities for enhancing the cybersecurity of critical infrastructures,
but that more remained to be done. Specifically, in 2005, GAO reported that
DHS had initiated efforts to fulfill 13 key cybersecurity responsibilities, but it
had not fully addressed any of them. For example, DHS established forums
to foster information sharing among federal officials with information
security responsibilities and among various law enforcement entities, but
had not developed national threat and vulnerability assessments for
cybersecurity. Since that time, DHS has made progress on its 13 key
responsibilities—including the release of its National Infrastructure
Protection Plan--but none have been cornpletely addressed. Moreover, in
2006, GAQ reported that DHS had begun a variety of initiatives to fulfill its
responsibility to develop an integrated public/private plan for Internet
recovery, but these efforts were not coraplete or comprehensive. For
example, DHS established working groups to facilitate coordination among
government and industry infrastructure officials and fostered exercises in
which government and private industry could practice responding to cyber
events, but many of its efforts lacked timeframes for completion and the
relationships among its various initiatives were not evident.

DHS faces a number of challenges that have impeded its ability to fulfill its
cybersecurity responsibilities, including establishing effective partnerships
with stakeholders, demonstrating the value it can provide to private sector
infrastracture owners, and reaching consensus on DHS's role in Internet
recovery and on when the department should get involved in responding to
an Internet disruption. DHS faces a particular challenge in attaining the
organizational stability and leadership it needs to gain the trust of other
stakeholders in the cybersecurity world—including other government
agencies as well as the private sector. In May 2005, we reported that multiple
senior DHS cybersecurity officials had recently left the department. In July
2005, DHS undertook a reorganization which established the position of the
Assistant Secretary of Cyber Security and Telecommunications—in part to
raise the visibility of cybersecurity issues in the department, However, over a
year later, this position remains vacant.

To strengthen DHS's ability to implement its cybersecurity responsibilities
and to resolve underlying challenges, GAQ has made about 25
recommendations over the last several years. These recommendations focus
on the need to (1) conduct threat and vuinerability assessments, (2) develop
a strategic analysis and warning capability for identifying potential cyber
attacks, (3) protect infrastructure control systems, (4) enhance
public/private information sharing, and (5) facilitate recovery planning,
including recovery of the Internet in case of a major disruption. These
recommendations provide a high-level road map for DHS fo use to help
improve our nation’s cybersecurity posture. Until they are addressed, DHS
will have difficulty achieving results as the federal cybersecurity focal point.

United States Government Accountability Office
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Mr. Chairman and Members of the Subcommittee:

Thank you for the opportunity to join in today's hearing on the need
for leadership in protecting cur nation's critical infrastructures from
cybersecurity threats. Increasing computer interconnectivity—most
notably growth in the use of the Internet—has revolutionized the
way that our governiment, our nation, and much of the world
communicate and conduct business. While the benefits have been
enormous, this widespread interconnectivity also poses significant
risks to the government'’s and our nation’s computer systems and,
more importantly, to the critical operations and infrastructures they
support.

Federal regulation establishes the Department of Homeland Security
(DHS) as the focal point for the security of cyberspace—including
analysis and warning, information sharing, vulnerability reduction,
and recovery efforts for public and private critical infrastructure
information systems.' Additionally, federal policy recognizes the
need to be prepared for the possibility of debilitating Internet
disruptions and-—because the vast majority of the Internet’s
infrastructure is owned and operated by the private sector—tasks
DHS with developing an integrated public/private plan for Internet
recovery.t?

As requested, our testimony will summarize our recent work on

(1) DHS's responsibilities for cybersecurity-related critical
infrastructure protection and, more specifically, its responsibilities
for recovering the Internet in case of a major disruption,

(2} challenges facing DHS in addressing its cybersecurity
responsibilities, including leadership challenges, and

(3) recommendations to improve the cybersecurity of national
critical infrastructures, including the Internet. In preparing for this
testimony, we relied on our previous reports on the challenges faced
by DHS in fulfilling its cybersecurity responsibilities and in

‘Homeland Security Presidential Directive 7; Critical Infrastructure Identification,
Prioritization, and Protection (Dec. 17, 2003).

*The White House, National Strategy to Secure Cyberspace (Washington, D.C.: February
2003).
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facilitating the recovery of the Internet in case of a major
disruption.’ These reports contain detailed overviews of the scope
and methodology we used. All of the work on which this testimony
is based was performed in accordance with generally accepted
government auditing standards.

Results in Brief

As the focal point for critical infrastructure protection, DHS has
many cybersecurity-related responsibilities that are called for in law
and policy. In 2005 and 2006, we reported that DHS had initiated
efforts to address these responsibilities, but that more remained to
be done." Specifically, in 2005, we reported that DHS had initiated
efforts to fulfill 13 key cybersecurity responsibilities, but it had not
fully addressed any of them. For example, DHS established forums
to foster information sharing among federal officials with
information security responsibilities and among various law
enforcement entities, but had not developed national threat and
vulnerability assessments for cybersecurity. Since that time, DHS
has made progress on its responsibilities—including the release of
its National Infrastructure Protection Plan—-but none has been
completely addressed. Moreover, in 2006, we reported that DHS had
begun a variety of initiatives to fulfill its responsibility to develop an
integrated public/private plan for Internet recovery, but that these
efforts were not complete or comprehensive. For example, DHS had
established working groups to facilitate coordination among
government and industry infrastructure officials and fostered
exercises in which government and private industry could practice
responding to cyber events, but many of its efforts lacked

*GAO, Critical Infrastructure meecxmn I)cpadment of Homeland Security Faces

Challe in Fulfilling Cyb ity Resp iiti GAO-05-434 (sthmgton D C.: May
28, 2005); Critical i Pr ion: Challe g Cyb LGAO-
05-827T (Washington, D.C.: July 19, 2005); Internet Infrasmzcmm DHS'Faces Cha]lenges
in Developing a Joint Public/Private Recovery Plan, GAD-06-672 (Washington, D.C.: June
16, 2006); Internet Infrastructure: Challenges in Developing a Public/Private Recovery Flan,
GAO-06-863T (Washington, D.C.: July 28, 2006).

*GAO-05-434 and GAC-06-672.
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timeframes for completion and the relationships among its various
initiatives are not evident.

DHS faces a number of challenges that have impeded its ability to
fulfill its cybersecurity responsibilities, including establishing
effective partnerships with stakeholders, achieving two-way
information sharing with stakeholders, demonstrating the value it
can provide to private sector infrastructure owners, and reaching
consensus on DHS’s role in Internet recovery and on when the
department should get involved in responding to an Internet
disruption. DHS faces a particular challenge in attaining the
organizational stability and leadership it needs to gain the trust of
other stakeholders in the cybersecurity world—including other
government agencies as well as the private sector. In May 2005, we
reported that multiple senior DHS cybersecurity officials had
recently left the department. In July 2005, DHS undertook a
reorganization which established the position of the Assistant
Secretary of Cyber Security and Telecommunications—in part to
raise the visibility of cybersecurity issues in the department.
However, over a year later, this position remains vacant. While DHS
stated that the lack of a permanent assistant secretary has not
hampered its efforts related to protecting critical infrastructures,
several private-sector representatives stated that DHS's lack of
leadership in this area has limited its progress.

To strengthen DHS’s ability to implement its cybersecurity
responsibilities and to resolve underlying challenges, GAO has made
about 25 recommendations over the last several years. These
recornmendations focus on the need to (1) conduct important threat
and vulnerability assessments, (2) develop a strategic analysis and
warning capability for identifying potential cyber attacks, (3) protect
infrastructure control systems, (4) enhance public/private
information sharing, and (5) facilitate recovery planning, including
recovery of the Internet in case of a major disruption. Together, the
recommendations provide a high-level road map for DHS to use in
working to improve our nation’s cybersecurity posture. Until it
addresses these recommendations, DHS will have difficulty
achieving results in its role as the federal focal point for the
cybersecurity of critical infrastructures—including the Internet.

Page 3
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Background

The same speed and accessibility that create the enormous benefits
of the computer age can, if not properly controlled, allow
individuals and organizations to inexpensively eavesdrop on or
interfere with computer operations from remote locations for
mischievous or malicious purposes, including fraud or sabotage. In
recent years, the sophistication and effectiveness of cyberattacks
have steadily advanced. These attacks often take advantage of flaws
in software code, circumvent signature-based tools’ that cormmonly
identify and prevent known threats, and use social engineering
techniques designed to trick the unsuspecting user into divalging
sensitive information or propagating attacks.

Government officials are increasingly concerned about attacks from
individuals and groups with malicious intent, such as crime,
terrorism, foreign intelligence-gathering, and acts of war. As greater
amounts of raoney are transferred through computer systems, as
more sensitive economic and commercial information is exchanged
electronically, and as the nation's defense and intelligence
communities increasingly rely on commercially available
information technology, the ikelihood increases that information
attacks will threaten vital national interests.

Recent attacks and threats have further underscored the need to
bolster the cybersecurity of our government's and our nation's
computer systems and, more importantly, of the critical operations
and indfrastructures they support. Recent examples of attacks
include the following:

» In March 2005, security consultants within the electric industry
reported that hackers were targeting the U.S. electric power grid
and had gained access to U.S. utilities' electronic control
systems. Computer security specialists reported that, in a few
cases, these intrusions had *caused an impact.” While officials

*Signature-based tools compate files or packets to a list of “signatures”patterns of
specific files or packets that have been identified as threats.
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stated that hackers had not caused serious damage to the
systerns that feed the nation's power grid, the constant threat of
intrusion has heightened concemns that electric companies may
not have adequately fortified their defenses against a potential
catastrophic strike.

s In January 2005, a major university reported that a hacker had
broken into a database containing 32,000 student and employee
social security numbers, potentially compromising their
identities and finances. In similar incidents during 2003 and 2004,
it was reported that hackers had attacked the systems of other
universities, exposing the personal information of over 1.8
million people.

+ InJune 2003, the U.S. government issued a warning concerning a
virus that specifically targeted financial institutions. Experts said
the BugBear.b virus was programmed to determine whether a
victim had used an e-mail address for any of the roughly 1,300
financial institutions listed in the virus's code. If a match were
found, the software attempted to collect and document user
input by logging keystrokes and then provided this information
to a hacker, who could use it in attempts to break into the banks'
networks.

¢ InJanuary 2003, the Slammer worm infected more than 90
percent of vulnerable computers worldwide within 10 minutes of
its release on the Internet by exploiting a known vulnerability for
which a patch had been available for 6 months.® Slammer caused
network outages, canceled airline flights, and automated teller .
machine failures. In addition, the Nuclear Regulatory
Commission confirmed that the Slammer worm had infected a
private computer network at a nuclear power plant, disabling a
safety monitoring system for nearly 5 hours and causing the
plant’s process computer to fail. The worm reportedly also
affected communication on the control networks of at least five
utilities by propagating so quickly that control system traffic was

*GAO-06-672.
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blocked. Cost estimates on the impact of the work range from
$1.05 billion to $1.25 billion.

In May 2005, we reported that federal agencies were facing a set of
emerging cybersecurity threats as a result of increasingly
sophisticated methods of attack and the blending of once distinct
types of attack into more complex and damaging forms.” Examples
of these threats include spam (unsolicited commercial e-mail),
phishing (fraudulent messages used to obtain personal or sensitive
data)}, and spyware (software that monitors user activity without the
user's knowledge or consent). Spam consumes significant resources
and is used as a delivery mechanism for other types of cyberattacks;
phishing can lead to identity theft, loss of sensitive information, and
reduced trust and use of electronic government services; and
spyware can capture and release sensitive data, make unauthorized
changes, and decrease system performance. These attacks are also
becoming increasingly automated with the use of botnets—
compromised computers that can be remotely controlled by
attackers to automatically launch attacks. Bots (short for robots)
have become a key automation tool that is used to speed the
infection of vulnerable systems.

Federal law and regulation call for critical infrastructure protection
activities that are intended to enhance the cyber and physical
security of both the public and private infrastructures that are
essential to national security, national economic security, and
national public health and safety.’ Federal regulation also
establishes DHS as the focal point for the security of cyberspace—
including analysis, warning, information sharing, vulnerability
reduction, mitigation, and recovery efforts for public and private
critical infrastructure information systems. To accomplish this
mission, DHS is to work with other federal agencies, state and local
governments, and the private sector. Federal policy further
recognizes the need to prepare for debilitating Internet disruptions
and—because the vast majority of the Internet infrastructure is

"GAO, Information Security: Emerging Cybersecurity Issues Threaten Federal Information
Systems, GAO-05-231 (Washington, D.C.: May 13, 2005).

*The Homeland Security Act of 2002 and the F land Security Presidential Directive 7.
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owned and operated by the private sector—tasks the DHS with
developing an integrated public/private plan for Internet recovery.”

Prior Reports Identified DHS’s Efforts to Fulfill Cybersecurity

Responsibilities

As the focal point for critical infrastructure protection, the
Department of Homeland Security (DHS) has many cybersecurity-
related roles and responsibilities that are called for in law and
policy. These responsibilities include developing plans, building
partnerships, and improving information sharing, as well as
implementing activities related to the five priorities in the National
Strategy to Secure Cyberspace, These priorities are (1) developing
and enhancing national cyber analysis and warning, (2) reducing
cyberspace threats and vulnerabilities, (3) promoting awareness of
and training in security issues, (4) securing governments’
cyberspace, and (5) strengthening national security and
international cyberspace security cooperation. See table 1 for a list
of DHS'’s 13 key cybersecurity responsibilities. These
responsibilities are described in more detail in appendix L To fulfill
its cybersecurity role, in June 2003, DHS established the National
Cyber Security Division to take the lead in addressing the
cybersecurity of critical infrastructures.

“The White House, National Strategy to Secure Cyberspace {Washington, D.C.: February
2003),
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Table 1: DHS's Key Cybersecurity Responsibiiities

Develop a comprehensive national plan for critical infrastructure
protection, including cybersecurity.

Develop partnerships and coordinate with other federal agencies,
state and local govemments, and the private sector,

Improve and enhance public/private information sharing involving
cyber attacks, threats, and vulnerabilities.

Develop and enhance national cyber analysis and wamning
capabilities.

Provide and coordinate incident response and recovery planning
efforts.

identify and assess cyber threats and vulnerabiiities.

Support efforts to reducs cyber threats and
vuinerabilities.

Promeote and support research and development offorts
to strengthen cyberspace security.

Promote awareness and outreach,
Foster training and certification.

Enhance federal, state, and local govemnment
cybersecunity,

Strengthen intemational cyberspace security.

Integrate cybersecurity with national security.

Source: GAO analysis of the Homeland Security Act ot 2002, the Homeland Security Presidential Directiva-7, and the Naticnal Strategy to Secure Cyberspace,

In our 2005 report and testimony, we noted that while DHS initiated
muitiple efforts to fulfill its responsibilities, it had not fully
addressed any of the 13 responsibilities, and much work remained
to fulfill them.” For example, the department established the United
States Computer Emergency Readiness Team as a public/private
partnership to make cybersecurity a coordinated national effort, and
it established forums to build greater trust and information sharing
among federal officials with information security responsibilities
and law enforcement entities. However, DHS had not yet developed
national cyber threat and vulnerability assessments or
government/industry contingency recovery plans for cybersecurity.
Since that report was issued, DHS has made progress on its
responsibilities, but none have been completely addressed. For
example, in June 2006, the agency released the National
Infrastructure Protection Plan; however, supplemental sector-
specific plans have not yet been finalized. Further, DHS reported
that it has expanded the use of a situational awareness tool that
supports cyber analysis and warning from one to seven federal

YGAO-05-434 and GAQ-05-827T.
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agencies. However, this does not yet comprise a national analysis
and warning capability.

In our 2006 report and testimony, we focused particularly on one of
DHS'’s key cybersecurity responsibilities—facilitating Internet
recovery.” We reported that DHS had begun a variety of initiatives
to fulfill its responsibility for developing an integrated public/private
plan for Internet recovery, but that these efforts were not
comprehensive or complete. For example, DHS had developed high-
level plans for infrastructure protection and incident response;
however, the components of these plans that address the Internet
infrastructure were not complete. Further, several representatives
of private-sector firms supporting the Internet infrastructure
expressed concerns about the plans, noting that the plans would be
difficult to execute in times of crisis. The department had also
started a variety of initiatives to improve the nation’s ability to
recover from Internet disruptions, including establishing working
groups to facilitate coordination and exercises in which government
and private industry practice responding to cyber events. However,
progress to date on these initiatives had been limited, and other
initiatives lacked time frames for completion. Also, the relationships
among these initiatives were not evident. As a result, we reported
that the government was not yet adequately prepared to effectively
coordinate public/private plans for recovering from a major Internet
disruption. A private-sector organization subsequently reported that
our nation was unprepared to reconstitute the Internet after a
massive disruption, noting that there were significant gaps in
government response plans and that the responsibilities of the
multiple organizations that would plan a role in recovery were
unclear.”

YGAO-06-672 and GAQ-06-863T.

“ Business Roundtable, Essential Steps to h jca’s Cyber Terrorism
Freparedness (Washington, D.C.: June 2006).
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DHS Faces Many Challenges; Organizational Stability and
Leadership Are Keys to Success

DHS faces numerous challenges in fulfilling its cybersecurity-related
CIP responsibilities. Key challenges in fulfilling DHS’s broad
responsibilities include increasing awareness about cybersecurity
roles and capabilities, establishing effective partnerships with
stakeholders, achieving two-way information sharing with these
stakeholders, and demonstrating the value it can provide fo private
sector infrastructure owners. Key challenges to establishing a plan
for recovering from Internet disruptions include addressing innate
characteristics of the Internet that make planning for and
responding to disruptions difficult, achieving consensus on DHS’s
role® and on when the department should get involved in responding
to a disruption, addressing legal issues affecting DHS's ability to
provide assistance to restore Internet service, and overcoming
reluctance of many in the private sector to share information on
Internet disruptions with DHS. Further, the department faces a
particular challenge in attaining the organizational stability and
leadership it needs to gain the trust of other stakeholders in the
cybersecurity world—including other government agencies as well
as the private sector.

In May 2005, we reported that multiple senior DHS cybersecurity
officials had recently left the department.” These officials included
the NCSD Director, the Deputy Director responsible for Qutreach
and Awareness, the Director of the US-CERT Control Systems
Security Center, the Under Secretary for the Information Analysis
and Infrastructure Protection Directorate and the Assistant
Secretary responsible for the Information Protection Office.

“While some private sector officials we spoke to stated that the government did not have a
direct recovery role, others identified a variety of potential roles including providing
information on specific threats, providing security and disaster relief during a crisis,
funding backup communication infrastructures, driving improved Internet security through
requi for the gor 'S OWR PIX , and providing logistical assistance,
such as fuel, power, and security to Internet infrastructure operators during a crisis.

HGAO-05-434.
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Infrastructure sector officials stated that the lack of stable
leadership has diminished NCSD's ability to maintain trusted
relationships with its infrastructure partners and has hindered its
ability to adequately plan and execute activities, According to one
private-sector representative, the importance of organizational
stability in fostering strong partnerships cannot be over emphasized.

In July 2005, DHS underwent a reorganization which elevated
responsibility for cybersecurity to an assistant secretary position.
NCSD and the National Comamunication System were placed in the
Preparedness Directorate under a new position, called the Assistant
Secretary of Cyber Security and Telecommunications—in part to
raise the visibility of cybersecurity issues in the department.
However, over a year later, this position remains vacant, While DHS
stated that the lack of a permanent assistant secretary has not
hampered its efforts related to protecting critical infrastructure,
several private-sector representatives stated that DHS's lack of
leadership in this area has limited progress. Specifically, these
representatives stated that filling key leadership positions would
enhance DHS's visibility to the Internet industry and would
potentially improve its reputation.

Implementation of GAO’s Recommendations Should Enhance DHS’s
Ability to Fulfill Cybersecurity Responsibilities and Address

Challenges

To strengthen DHS'’s ability to implement its cybersecurity
responsibilities and to resolve underlying challenges, GAO has made
about 25 recommendations over the last several years. These
recommendations focus on the need to (1) conduct threat and
vulnerability assessments, (2) develop a strategic analysis and
warning capability for identifying potential cyber attacks, (8) protect
infrastructure control systems, (4) enhance public/private
information sharing, and (5) facilitate recovery planning, including
recovery of the Internet in case of a major disruption. These
recormmendations are sumumarized below and key recommendations
that have not yet been fully implemented are listed in appendix 2.
Together, the recommendations provide a high-level roadmap for
DHS to use to improve our nation’s cybersecurity posture. Until it
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addresses these recommendations, DHS will have difficulty
achieving results in its role as a federal focal point for cybersecurity
of critical infrastructures.

Threat and Valnerability Assessments: In May 2005, we reported
that while DHS had made progress in planning and coordinating
efforts to enhance cybersecurity, much more work remained to be
done for the department to fulfill its basic responsibilities—
including conducting important threat and vulnerability
assessments.” Specifically, we noted that DHS had participated in
national efforts to identify and assess cyber threats and had begun
to take steps to facilitate sector-specific vulnerability assessments,
but that it had not completed a national cyber threat assessment,
sector-specific vulnerability assessments, or the identification of
cross-sector interdependencies that are called for in the cyberspace
strategy. We made recommendations to strengthen the department's
ability to implement key cybersecurity responsibilities by
prioritizing and completing critical activities and resolving
underlying challenges. DHS concurred with our recommendation to
engage stakeholders in prioritizing its key cybersecurity
responsibilities, including performing a national cyber threat
assessment and facilitating sector cyber vulnerability assessments.
However, these efforts are not yet complete.

Strategic Analysis and Warnings: In 2001, we reported on the
analysis and warnings efforts within DHS's predecessor, the
National Infrastructure Protection Center, and we identified several
challenges that were impeding the development of an effective
strategic analysis and warning capability."” We reported that a
generally accepted methodology for analyzing strategic cyber-based
threats did not exist. Specifically, there was no standard
terminology, no standard set of factors to consider, and no
established thresholds for determining the sophistication of attack
techniques. We also reported that the Center did not have the
industry-specific data on factors such as critical systems
components, known vulnerabilities, and interdependencies.

PGAO-05-434.

“GAD, Critical Inftastructire Pre i significant Challe in D wing National
Capabilities, GAO-01-323 (Washington, D.C.: Apr. 25, 2001).
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We therefore recommended that the responsible executive-branch
officials and agencies establish a capability for strategic analysis of
computer-based threats, including developing a methodology,
acquiring expertise, and obtaining infrastructure data.

More recently, in 2005, we reported that DHS had established
various initiatives to enhance its analytical capabilities, including
intelligence-sharing through the US CERT and situational awareness
tools through the US CERT Einstein program at selected federal
agencies. However, we noted that DHS was still facing the same
challenges in developing strategic analysis and warning capabilities
and that our original recommendations had not been fully
implemented.

Control Systems: In March 2004, we reported that several
factors—including the adoption of standardized technologies with
known vulnerabilities and the increased connectivity of control
systerns to other systems—had contributed to an escalation of the
risk of cyber-attacks against control systems.” We recommended
that DHS develop and implement a strategy for coordinating with
the private sector and with other government agencies to improve
control system security, including an approach for coordinating the
various ongoing efforts to secure control systems. DHS concurred
with our recommendation and, in December 2004, issued a high-
level national strategy for control systems security. This strategy
includes, among other things, goals to create a capability to respond
to attacks on control systeras and to mitigate vulnerabilities, bridge
industry and government efforts, and develop control systems
security awareness. However, the strategy does not yet include
underlying details and milestones for completing activities. In 2007,
we plan to evaluate federal efforts to enhance the protection of
critical control systems.

Information Sharing: Over the years, we have issued a series of
reports, summarized below, on efforts to improve information
sharing in support of critical infrastructure protection. Further,

"GAO, Critical e Protection; Chalk and Efforts to Secure Control
Systems, GAO-04-954 (Washington, D.C.: Mar. 15, 2004).
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because of the importance of this topic, in January 2005, we
designated establishing appropriate and effective information-
sharing mechanisms to improve homeland security as a new high-
risk area in our report on federal programs and operations at risk.”
We reported that the ability to share security-related information
can unify the efforts of federal, state, and local government agencies
and the private sector in preventing or minimizing terrorist attacks.

In July 2004, we recommended actions to improve the effectiveness
of DHS's information-sharing efforts.” We recornmended that
officials within the Information Analysis and Infrastructure
Protection Directorate (1) proceed with and establish milestones for
developing an information-sharing plan and (2) develop appropriate
DHS policies and procedures for interacting with ISACs, sector
coordinators (groups or individuals designated to represent their
respective infrastructure sectors' CIP activities), and sector-specific
agencies and for coordination and information sharing within the
Information Analysis and Infrastructure Protection Directorate and
other DHS components. DHS stated that the report generally
provided an accurate analysis and planned actions to address these
recommendations. However, as of today, the recommendations have
not yet been implemented.

More recently, in March 2006, we reported that more than 4 years
after September 11, the nation still lacked governmentwide policies
and processes to help agencies integrate a myriad of ongoing efforts
to improve the sharing of terrorism-related information that is
critical to protecting our homeland. ® Responsibility for creating
these policies and processes now lies with the Director of National
Intelligence—and should include a cybersecurity focus. We made
several recommendations to the Director of National Intelligence to
strengthen information sharing efforts.

UGAO, High-Risk Series: An Update, GAQ-05-207 (Washington, D.C.: January 2006).

“GAOQ, Critical Infrastructure Pr fon: i I ion Sharing with

Infrastructure Sectors, GAG-04-780 (sthmgmn, D.C.:July 9 2004).

2"G AQ, Information Sharing: The Federal Government Needs to Estzblish Policies and
Processes for Skaring Terrorism-Related and Sensitive but Unclassified Information, GAO-
06—&85 {Washington, D.C.: March 17, 2006).
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Most recently, in April 2006, we reported on DHS's efforts to
implement the Critical Infrastructure Information Act of 2002, which
was enacted to encourage nonfederal entities to voluntarily share
critical infrastructure information and established protections for
it.* DHS has initiated several actions, including issuing interim
operating procedures” and creating a program office to administer
the critical infrastructure protection program called for by the
Critical Infrastructure Information Act. The program office has also
begun to accept and safeguard critical infrastructure information
submitted voluntarily by infrastructure owners and is sharing it with
other DHS entities and, on a limited basis, with other government
entities. For exarnaple, as of January 2006, the program office had
received about 290 submissions of critical infrastructure
information from various sectors. However, DHS faces challenges
that impede the private sector’s willingness to share sensitive
information, including defining specific government needs for
critical infrastructure information, determining how the information
will be used, assuring the private sector that the information will be
protected and who will be authorized to have access to the
information, and demonstrating to critical infrastructure owners the
benefits of sharing the information. We recomimended that DHS
better define its own and other federal agencies’ critical
infrastructure information needs and explain how it and the other
agencies will use the information they receive from the private
sector. We also recommended that DHS establish a specific deadline
for issuing its final operating procedures. DHS concurred with our
findings and recommendations and has made progress in selected
areas. Specifically, on September 1, 2006, DHS released its final
operating procedures.®

BGAQ, Information Sharing: DHS Should Take Steps to Encoutage More Widespread Use
of Its Program to Protect and Share Critical Infrastructure Information, GAO-06-383
(Washington, D.C.: April 17, 2006).

®0n February 20, 2004, DHS issued Procedures for Handling Critical Infrastructure
Information: Interim Rule (89 FR 8074) that, among other things, included mechanisms

specified in law, ished authorities ing the sharing of information, and stated
that DHS would ider issuing 1 1 ion:
*Department of d Security, Pre for Handling Critical Infrastructure

Information; Final Rule (71 FR 52262) (Sept, 1, 2006).
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Recovery Planning: In May 2005, we reported that while DHS had
made progress in planning and coordinating efforts to enhance
cybersecurity, much more work remained to be done to fulfill its
responsibilities——including facilitating government and
government/industry cybersecurity recovery plans. More recently,
in June 2006, we reported that DHS had begun a variety of initiatives
to fulfill its responsibility for developing an integrated public/private
plan for Internet recovery, but that these efforts were not complete
or comprehensive.” Further, we reported that DHS faced key
challenges in establishing a plan for recovering from Internet
disruptions, including obtaining consensus on its role and on when
the department should get involved in responding to a disruption,
overcoming the reluctance of many in the private sector to share
information on Internet disruptions, addressing leadership
uncertainties within the department. We made recommendations to
strengthen the department's ability to help recover from Internet
disruptions. DHS concurred with our recommendations and
identified plans to begin addressing them.

We also reported that the federal laws and regulations that address
critical infrastructure protection, disaster recovery, and the
telecommunications infrastructure provide broad guidance that
applies to the Internet, but it is not clear how useful these
authorities would be in helping to recover from a major Internet
disruption. Specifically, key legislation on critical infrastructure
protection does not address roles and responsibilities in the event of
an Internet disruption. Other laws and regulations governing
disaster response and emergency communications have never been
used for Internet recovery. We suggested that Congress consider
clarifying the legal frarnework guiding Internet recovery.

In summary, while DHS has initiatives underway to fulfill its many
cybersecurity responsibilities, major tasks remain to be done. These
include assessing and reducing cyber threats and vulnerabilities and

#GA0-05-434,
®GA0-06-672,
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coordinating incident response and recovery planning efforts. In
fulfilling